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HTTPS Certificate Rotation
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The process for rotating your expired, expiring or temporary certificate for both standalone
and clustered servers is detailed below:

Pre-requisites

¢ A PFX Keystore containing a new, valid certificate and private key along with the
alias and password for the Keystore.

Installation

The process of rotating your HTTPS certificate is straightforward and should not take more
than a few minutes. As noted in the pre-requisites you will need your new Keystore and
access to the node.properties file for your server installation. This Keystore should contain
both the new certificate and the private key and can be either in JKS format or PFX format
(typically a certificate exported from a Windows environment will be in PFX format).

For standalone and clustered installations, both the Keystore and node.properties are
located alongside each other.

With a clustered installation, the certificate rotation must be carried out on the load
balancer.

Example:

Standalone Installation

C:\Program Files\Formpipe Software\Autoform DM\Server 10.0\wildfly-
x.X.x.Final\standalone\configuration\

Cluster Installation (Load Balancer Path)

C:\Program Files\Formpipe Software\Autoform DM\Server 10 -
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Cluster <cluster name> - Role_LB - <node name>\wildfly-
x.X.X.Final\domain\configuration\

Name h Date modified Type Size
standalone_xml_history 04/10/2021 14:24 File folder
&) application-roles.properties 30/06/2021 1752 PROPERTIES File 1KB
&) application-users.properties 30/06/2021 1752 PROPERTIES File 1KB
. 19/07/2021 11:38 Security Certificate 1KB
[ https.keystore 19/07/2021 11:38 KEYSTORE File 3 KB
logging.properties ' 04/10/2021 1424 PROPERTIES File 9 KB
&) mgmt-groups.properties 19/07/2021 11:38 PROPERTIES File 1KB
| mgmt-users.pro ertiles 19/07/2021 11:38 PROPERTIES File 2 KB
<l node.properties 19/07/2021 11:38 PROPERTIES File 4 KB
. 19/07/2021 11:38 XML File 40 KB
M standalone-fullxmil 30/06/2021 1752 XML File 34 KB
ﬂ standalone-full-ha.xml 30/06/2021 1752 XML File 38 KB
M standalone-ha.xml 30/06/202117:52 XML File 34 KB
M standalone-load-balancerxml 30/06/2021 17:52 XML File 7KB
ﬂ standalone-microprofilexml 30/06/2021 1752 XML File 23 KB
M standalone-microprofile-ha.xml 30/06/2021 1752 XML File 26 KB

Keystore
Autoform DM is set to look for a Keystore called https.keystore in the above folder. To
carry out the rotation, follow these steps:

1. Rename the existing (old) file (https.expired).

2. Locate your new Keystore and copy it into the appropriate directory, depending on your
installation type.

3. Rename your new certificate to https.keystore.

node.properties

Once you have copied and renamed your Keystore, you need to update the existing
Keystore alias and password to match those to your new Keystore. These credentials are
stored in the node. properties file which is located in the same directory.

1. Open the file with a txt editor and update the values for https.keystore.alias=and
https.keystore.password= (see example below):

These values should be updated if switching to use your own certificates/keystore from an
auto-generated one.

Example:

https.keystore.alias=examplealias


https://attachments-us1-cloud-deskpro-com.s3.amazonaws.com/files/33190/3172/3171184TWTXCCRYATYAXMC0-1634806870931.png

https.keystore.password=Securepassword

2. Save your file, then restart the Autoform DM service for the changes to take effect.

For a clustered deployment, you only need to restart the Load Balancer service.

Your new certificate should now be active for your standalone / clustered deployment.

[Optional] Validate Keystore
If you have forgotten your Keystore alias or if you want to validate the Keystore, then use
the command below which will prompt for your password:

\jdk-11.0.4 11\bin\keytool.exe -list -keystore \path\to\keystore

This will list the alias for the certificate and verify the Keystore format. The listed certificate
entry should be of type PrivateKeyEntry.



